
Univer sity of Amsterdam
Programming Research Group

Risk Assessment for One-Counter Threads

A. Ponse
M.B. van der Zwaag

Report PRG0608 October 2006



A. Ponse

Programming Research Group
Faculty of Science
University of Amsterdam

Kruislaan 403
1098 SJ Amsterdam
The Netherlands

tel. +31 20 525.7592
e-mail: alban@science.uva.nl

M.B. van der Zwaag

Programming Research Group
Faculty of Science
University of Amsterdam

Kruislaan 403
1098 SJ Amsterdam
The Netherlands

tel. +31 20 525.7584
e-mail: mbz@science.uva.nl

Programming Research Group Electronic Report Series



���������	�
�
���
�
���������������	������� �"!#�����$��%�&��'�)(+*,�

-/.10�2436587�3�9;:=<?>624@BADC#E�FG243IH�:J@/K�LM2�24N
OQPSRUTUP;VXWYW[Z]\^T#_a`cb�`cVdPfe;gDhMPSRji'k

l�\�mnRUP;W[VdoSZpeqb�lr\^bSoSZsofi�o�`
tu\^ZsvU`qPfbSZsoxwyRUm)zMWYb�o�`qPf{'VXW

|4}4}G~+���G�U�4�G�"�f�4�4�U�U���X�8�����^�8���
�j�X���^�X�G�X�
��|
�J~^���X���

����� 7�0�:J@/�G�����G�����

�/�
�;�f�q X¡��
¢¤£X¥x¦B§�¨X©�§�©�ªS«�¬J­®§c¯°¬X¦B¨"¯±¬M§Q­®£X¥®¦;§�¨�§c²°³�¦;´X¥®§8§c¥®¦�µj©x¦;¨�¶]«�¥
­x£X¦¤·u«U¨U¦f²°¯±¬j³¸«�¶j©�¦B¹�µj¦f¬J­x¯s§c²

º ¥x«�³�¥r§c·»´G¦;£j§½¼d¯±«�¥;¾=¿�­®£X¥®¦;§�¨y­x£j§c­M·À§½ÁÂµj©x¦/§Yªf«�µX¬J­®¦f¥�­x«ÂªS«�¬J­®¥x«�²�¯±­®©M¦SÃU¦;ªfµU­x¯°«�¬Ä¯°©ªf§c²°²°¦;¨Â§ÆÅ «�¬X¦SÇÈªS«�µX¬J­x¦f¥+­®£X¥®¦;§�¨'É±¾ËÊÈ¬=­®£X¯°© º § º ¦f¥"­®£X¦Ë¨U¦BªS¯s¨X§c´X¯°²°¯Ì­�ÁÆ«c¶)§ÍªS¦f¥x­®§�¯±¬Æ¶]«�¥®·Î«�¶¥x¯s©�ÏÐ§�©®©�¦B©x©x·u¦f¬J­À¶]«�¥,«�¬X¦fÇÑªf«�µX¬J­x¦;¥u­x£X¥®¦;§�¨X©À¯s© º ¥®«q¼�¦B¨^¾Ò¢¤£j¯°©Ë¶]«�²°²±«qÓQ©u¶]¥®«�·Ô§Â³�¦;¬X¦f¥r§c²
º ¥x« º ¦;¥�­�Á=«c¶)­®£X¦Ë­®¥®§�ªS¦B©a«�¶Q«�¬X¦fÇÑªf«�µX¬J­x¦;¥"­x£j¥x¦B§�¨X©;Õu¯Ì¶¸§Y©�­r§q­x¦/¯°©�¥®¦;§�ªr£G§c´X²°¦À¶]¥®«�·Ö©�«�·M¦¯±¬X¯±­x¯s§c²'©�­®§c­x¦�×d­x£X¦;¬/¯±­)¯°©)§�²°©x«�¥®¦;§�ªr£j§c´j²±¦Ø§c²°«�¬X³u§ º §q­x£#¯°¬/Ó)£X¯sªr£�§c²°²�ªf«�µX¬J­®¦f¥¤¼q§c²°µX¦;©)©�­®§½Á´G¦;²±«qÓI§aÙXÃU¦;¨,´G«�µX¬j¨À­®£j§q­)¨U¦ º ¦;¬j¨X©$«�¬X²°ÁÀ«�¬Ë­x£X¦Ø¯±¬j¯Ì­®¯°§�²�§�¬j¨ÀÙG¬j§c²^ªS«�µX¬J­x¦;¥�¼q§c²°µX¦�¾�¢¤£j¯°©
º ¥x« º ¦;¥�­�Áa¯°©�´j§�©�¦B¨a«�¬À§¸¥®¦;©xµX²±­Ú¶]«�¥�ÛÚÇÑ«�¬X¦¤ªS«�µX¬J­x¦;¥Ú·u§�ªr£X¯°¬X¦;©�´dÁ�ÜQ«�©x¯±¦;¥�§�¬j¨�Ý�¦f¬ÍÞ�ßBà�ádâ�ãr¾

ä å'æMç�èÚéËê[ë�ì$çÚíSéMæ

î g^PS`cVU{'baVUbMe½Rj\joSVUZ]\�`c{DZ]\ÄVYofg�PS`cVU{ÐVUïsTU`cð^PfV=VdPS`#i^bS`c{ÄmnRUPaofg�`ÍWÍR�{^`cïpZ]\�TYRUmQb�`cñ4i^`�\XoSZpVUï$k^PSRdò
TUPfVXWóð�`�g^Vcv�ZsRUPcô î g�Pf`cVU{'b�WYVcw,W[VdõU`"i^b�`¸RUm
b�`qPSv�Zpe½`cb¤bfi^eBg,VUb¤VMe½Rji'\Xo�`qP¤RUP¤V�bSoSVUeSõ,o�Rue½Rj\jo�PSRXï
ofg�`cZsP¸`½ö4`ceci^oSZsRj\�ôQz PS`qTji^ïpVdP8ofg^PS`cVU{Æi^bfZ]\�TËV,e½Rji'\jo�`qP¸Zpb¸eqVUïpïs`c{ÆVÍ÷øRj\�`½ò�e½Rji'\jo�`qPØofg^PS`cVU{Úùpô8úÀ\�`½ò
e½Rji'\jo�`qPÀofg�PS`cVU{
b�mnRUP;W?VÂk^PSRXk�`qPubfi^ð�eqïpVUbSbMRUm8ofg�`/û�üGý;þ4ÿ��������nþ	��

�XÿdýYVUbÀb�ofi^{'Zs`c{DZ]\���������ZÑô `Uô
PS`qTji'ïpVdPaofg�PS`cVU{
baofg^VdouW[V�wyi'b�`,VYbSoSVUeSõ R�vU`qPuV��
\^Zso�`,bSRUPSoqô+lr\ ofg^Vdo�k'VUk�`qPMZso�Zpbab;g�R���\ ofg^Vdo
`cñ�i^VUïpZso�wÄRUmQk
i^bfg^{'R���\Âofg^PS`cVU{'baZpbM{^`ceqZp{'VUð
ïs`�����g'Zpïs`Ëofg�`cZsPuZ]\^eqï]i^bSZsRj\ Zpb�\�RUoqô î g�`/ïpVdo�o�`qPËi'\4ò
{^`ceqZp{
VUð'ZpïpZso�wÆPS`cbfi^ïsoØ`qvU`�\Âg�RXïp{'b¸m1RUP+Rj\�`½ò�e½Rji'\jo�`qP"ofg�PS`cVU{
b��nRUm�e½Rji^Pfb�`��^V/e½Rji
\Xo�`qP"Zpb+bSZ]W[ZpïpVdPØo�R
V[bSoSVUeSõÂR�vU`qPuVÍRj\�`½ò�`cïs`�W[`�\Xoa{
VdoSVÍo�w�k�`��Sô
l�\Dofg^Zpb,k
VUk
`qP,ofg�`Y{^`ceqZp{'VUð
ZpïpZso�w RUm"VÄe½`qPSoSVUZ]\Im1RUPBW RUm+PfZpb�õDVUbSb�`cbSb;WÍ`�\joËm1RUP/Rj\�`½ò�e½Rji'\jo�`qP

ofg�Pf`cVU{'b�Zpb#k'PSR�vU`c{Úô�� `yVUbSb;i'WÍ`Æofg^Vdo�PfZpb�õ�b/VdPS` W[R4{^`cïs`c{6ðGwIofg�`Â`½ö4`ceci^oSZsRj\6RUmaVX\ VUe½oSZsRj\
�! ]ý#"��'VX\^{=ofg�`Ëñ�i�`cb�oSZsRj\ Zpb+o�R[m1RUPf`ceqVUb�o"ofg�`À`½ö�`ceci�oSZsRj\yRUm$�# ý%"=TXZsvU`�\Âofg�`ËbSk�`ceqZ&�
eqVdoSZsRj\ÂRUm$ofg�`
ofg�Pf`cVU{6i'\'{^`qP,`½ö�`ceci�oSZsRj\�ô�'^RUPÍk
i^b;g^{^R��M\ ofg�PS`cVU{
b,ofg^Zpb#oxw4k�`YRUmam1RUPS`ceqVUbSoSZ]\�T Zpb#{'`ceqZp{'VUð'ïs`�(
PS`�\'VXWÍ`+ofg�`�VUe½oSZsRj\)�Ñb*�$o�R,ð�`"m1RUPf`ceqVUb�o8VX\^{[{'`ceqZp{^`+��g�`qofg�`qP8ofg�`"ofg�PS`cVU{Íofg4i^b)RXð'oSVUZ]\�`c{[`cñ�i^VUïpb
ofg�`uRUPfZsTXZ]\'VUï�Rj\�`Uô,'^RUPS`ceqVUbSoSZ]\�TYð�`ce½RjWÍ`cb�W�i^eBg=W[RUPS`ue½RjW[k'ïpZpeqVdo�`c{ Zsm$V#ofg�PS`cVU{ W[V�wÆe½Rj\joSVUZ]\
o�`cb�oËVUe½oSZsRj\'bËofg^VdoÀw�Zs`cïp{IVÂPS`ck'ïswÐVUeqe½RUPf{'Z]\�TÄo�Ryofg�`ÍPS`cbfi^ïsoÀRUm¸ofg^ZpbÀoxw4k�`ÍRUm8mnRUPS`ceqVUb�oSZ]\^T^ô-'^RUP
`½ö^VXW[k'ïs`���VUbSbfi
WÍ`�ofg^VdoØV,ofg^PS`cVU{=WYVcw[e½Rj\joSVUZ]\=V,o�`cb�o+VUe½oSZsRj\���"Íofg^VdoØw4Zs`cïp{
b8o�P;i^`�Zsm�ZsoSbØo�P;i�`½ò
ð^P;VX\^e;gÆ{^R4`cb+\^RUoØ`½ö�`ceci�o�`.�! ]ý#"/�^VX\^{=mnVUïpbS`MRUofg^`qP
�aZpb�`Uô î g^`�\YV�eci�PSPf`�\XoØo�`cb�o"VUe½oSZsRj\0��"YZ]\Æofg�`
e½R�{^`Ào�R[ð�`ÀZ]\^bSk�`ce½o�`c{ÄW[V�wYw�Zs`cïp{yo�P;i�`Ëð�`ceqVXi^bS`ËV�mÑi�ofi^PS`uRj\�`1�aZpïpï�w�Zs`cïp{ymnVUïpbS`Uô î g�`ÀPS`ck
ïswYo�R
ofg�`cbS`2��"yVUe½oSZsRj\^bueqVX\Äð�`/W[R4{'`cïs`c{Äi^bSZ]\�TÆV3�! ]ý#"2�Jýfý4
Bý;ý!5-
6�7�ab�`qPSv�Zpe½`Uô8'^RUP�Pf`qTji^ïpVdP�ofg^PS`cVU{'b6�
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bfi^eBg6V b�`qPfv4Zpe½` g^VUb�VÐ{^`ceqZp{'VUð'ïs`ÂPS`ck'ïsw mÈi'\^e½oSZsRj\ � $���� �Mg^Zpïs`ÆmnRUP�k
i^bfg^{'R���\Iofg�PS`cVU{'b#ofg^Zpb#Zpb
b�oSZpïpï)VX\ÐRXk�`�\Ðñ4i^`cb�oSZsRj\�ô,l�\ ofg^ZpbÀk'VUk�`qP �¸`Íbfg^R�� ofg^VdoÀofg�`ÍVUbSbSR4eqZpVdo�`c{IbS`qPSv4Zpe½`[ZpbÀ{'`ceqZp{'VUð'ïs`
mnRUP�Rj\�`½ò�e½Rji'\jo�`qP�ofg^PS`cVU{'b6�^ofg�`qPf`cðjwyVX\^b��Ø`qPfZ]\�TÍRj\^`ËRUm¤ofg�`ÀRXk�`�\yñ4i^`cb�oSZsRj\^b�Z]\0� $���ô
úÀi�P�WÍR�{^`cïpZ]\�T RUm"P;Zpb�õIVUbSb�`cbSb;WÍ`�\jo�% ofg'Vdo#Zpb6�¤ofg�`Æ`½ö�ZpbSo�`�\^e½`ÂRUm�VÄo�`cb�o�VUe½oSZsRj\ ��"IVX\^{

VÂPfZpb�õÐVUbSb�`cbSb;WÍ`�\joubS`qPSv4Zpe½`ÆVUbÀ{^`cbSe½PfZpð�`c{ VUð�R�vU`&% �+VUbËZ]\jo�PSR4{
i^e½`c{ Z]\ �('/��ô î g^ZpbÀWÍR�{^`cïpZ]\�T
�+VUbÆZ]\^bfk'ZsPS`c{ ðGw*)ØRjg�`�\�ùøb��¸`cïpï°ò�õ^\�R��M\ Z]WYk
RXbfbSZpð'ZpïpZso�w PS`cb;i^ïso[Rj\ v�ZsP;i^bY{^`qo�`ce½oSZsRj\ ��+���� �'Pfb�o
{^`cbSe½P;Zpð
`c{6Z]\ 9-, +.$^ô0/8bSbS`�\XoSZpVUïpïsw��1)ØRjg�`�\�ùøb/PS`cbfi^ïso#`cb�oSVUð'ïpZpb;g�`cb�ofg�`y\�Rj\4ò�`½ö^Zpb�o�`�\^e½`ÂRUmaVÐo�`cb�o
ofg^VdoØ{^`ceqZp{^`cb �Mg�`qofg�`qPQRUP+\�RUo8VËe½R�{^`�mnPfVdTjWÍ`�\jo8Zpb8v4ZsP;i'brò�m1Pf`q`Uô î g'ZpbQk�RXZ]\Xo ��Zpïpï'ð�`�`cïpVUð�RUPfVdo�`c{
Rj\ Z]\yRji�Pae½Rj\^eqï]i^bfZsRj\^bqô
l�\ o�`ceBg'\^ZpeqVUï¤o�`qP;WYb�ofg�`�{^`ceqZp{'VUð'ZpïpZsoxw Pf`cbfi^ïsoMRUmQofg�`�k^PS`cb�`�\jo�k'VUk�`qPuZpbuð'VUb�`c{ Rj\ VÆPS`cVUeBg4ò

VUð'ZpïpZsoxwIPS`cbfi^ïsoÀmnRUP/bSRdò�eqVUïpïs`c{�2¤ò�Rj\^`Ye½Rji'\jo�`qP�WYVUe;g^Z]\�`cb4��k^PSR�vU`c{ ðGw _�RXbSZs`qP#VX\^{43Q`�\ � 9-� �¸Z]\
9-, +5'Gô î g^Zpb�PS`cbfi'ïso�Z]W[k
ïpZs`cb�VÆTU`�\�`qPfVUï¤k^PSRXk�`qPSoxwyRUmQofg�`#o�PfVUe½`cbuRUm)Rj\�`½ò�e½Rji'\jo�`qPÀofg�PS`cVU{
b6(�Zsm8V
b�oSVdo�`MZpb)PS`cVUe;g'VUð'ïs`�mnPSRjW b�RjW[`+Z]\'ZsoSZpVUï
b�oSVdo�`��4ofg�`�\�Zso8ZpbQVUïpbSRËPS`cVUe;g'VUð'ïs`�VUïsRj\�T/VÀk'VdofgÍZ]\ ��g'Zpe;g
VUïpï¤e½Rji'\jo�`qPMvdVUï]i�`cbub�oSV�w ð�`cïsR�� V �^ö4`c{Ðð�Rji'\^{Äofg^VdoM{'`ck
`�\'{'b�Rj\^ïswyRj\ ofg�`�Z]\^ZsoSZpVUï¤VX\^{ �
\^VUï
e½Rji'\jo�`qPavdVUï]i�`Uô
î g�`Ík'VUk�`qPËZpbËbSo�P;i^e½ofi�PS`c{ VUbËm1RXïpïsR/�abqôÍl�\Ðofg�`Y\�`½ö�oËb�`ce½oSZsRj\��Ø`[Z]\Xo�PfR4{
i'e½`Íofg�`[ð'VUbSZpeqbÀRUm

ofg�PS`cVU{ VUïsTU`cð^PfV VX\^{ b�`qPfv4Zpe½`cb6�+VX\^{ b�RjW[`=VXi�ö�ZpïpZpVdPSw {^`6��\^ZsoSZsRj\^bqô î g�`�\ �8Z]\76�`ce½oSZsRj\ � �,�Ø`
{'ZpbSeci'bSb�Rj\�`½ò�e½Rji
\Xo�`qPuofg�PS`cVU{
baVX\^{Äofg�`,VUð�R�vU`½òxW[`�\XoSZsRj\�`c{ÐPS`cVUeBg^VUð'ZpïpZsoxw PS`cbfi^ïsoqô+l�\864`ce½oSZsRj\9$
�Ø` PS`ceqVUïpï�ofg^Vdo=PfZpb�õ VUbSb�`cbfbfWÍ`�\joYmnRUPÆPf`qTji^ïpVdPÆofg^PS`cVU{'b=ZpbÆ{^`ceqZp{
VUð'ïs` VX\^{ e½RjWÍ`Ði^k �aZsofg�V
\�`6� b;g�RUPSo[k^PSR4RUmaRUmMofg^ZpbÍmÑVUe½oqô '
i^PSofg�`qP;W[RUPS`��,�Ø`Äi^b�`yRji�P[k'PSRGRUmMo�`ce;g
\^Zpñ4i^` o�RIbfg�R/� ofg�`
{^`ceqZp{'VUð
ZpïpZso�w6RUm"PfZpb�õ VUbSbS`cbSbfWÍ`�\jo,mnRUP�Rj\�`½ò�e½Rji'\jo�`qPÍofg�PS`cVU{'bcô '¤Z]\^VUïpïsw��8Z]\:64`ce½oSZsRj\<;3�¸`=`�\^{
�aZsofgybSRjWÍ`Ëe½Rj\^eqï]i^bfZsRj\^bqô

= >@?�èBA�C"êEDFC�æ�êHGIAQèKJ/ífìLA�D

l�\Ëofg^Zpb�b�`ce½oSZsRj\ �¸`+Z]\jo�PSR4{
i^e½`8ofg�`Øð'VUbSZpeqb�RUm^ofg�PS`cVU{/VUïsTU`cð^PfVMVX\^{,ofg^PS`cVU{�ò�b�`qPSv�Zpe½`+e½RjW[k�RXbSZsoSZsRj\�ô
'^RUP,V=TU`�\�`qP;VUï)Z]\Xo�PSR�{
i^e½oSZsRj\Ðo�RÂofg�`cbS`YW[Vdo�o�`qPfb��Ø`ÍPS`qm1`qPuo�R � 9�9 ��ô '$Z]\'VUïpïsw �Ø`Ík^PS`cb�`�\joÀb�RjWÍ`
VXi4ö^ZpïpZpVdPSwy{^`6�
\^ZsoSZsRj\'b"ofg^VdoaVdPS`#i^b�`c{ Z]\Âofg^`ÀPS`�W[VUZ]\^{'`qP"RUm$ofg^`Ëk'VUk�`qPcô

M!NPO QSRBT	UPV0W�X�Y[Z\RB]_^�`ba�ZdceY5R

f+VUbSZpe î g^PS`cVU{�zMïsTU`cð^PfV �gf î z �ÍZpbyV6mnRUP;W RUm/k'PSR4e½`cbfb=VUïsTU`cð'PfV���g^ZpeBg ZpbÂoSVUZpïsRUPS`c{�o�R ofg�`
{^`cbSe½P;Zpk^oSZsRj\6RUm�b�`cñ�i�`�\joSZpVUï+k^PSRUTUPfVXW ð�`�g^V�v4ZsRUPcô0f+VUb�`c{ Rj\6VDb�`qoEh RUm �5i4�  ����ý!�¸Zso[g^VUb#ofg�`
mnRXïpïsR��aZ]\�T=e½Rj\^b�oSVX\joSb�VX\'{ÂRXk
`qP;Vdo�RUPfb6(

j ofg�`-� 
6�!5  � ���  ��� e½Rj\'b�oSVX\Xo�k �
j ofg�`Yÿ 

�jÿ�l&�mi*"yRUP  � �5i��  ���De½Rj\^bSoSVX\XoIn8�
j m1RUP�`cVUeBg9o�pqh �
V[ð'Z]\^VdPfw[û �dý!�bi%���
ÿ� �  �����	l�i%��5aû �Jý* �  ��� RXk�`qPfVdo�RUP r�oIs ô

� `Äi^b�`��5i��  ���Dû � 
utwv� �yx:o{z�|ÔVUbÍVX\6VUð'ð^PS`qv�ZpVdoSZsRj\6m1RUPE|_r}o~s*|?VX\'{ oSVdõU`8zÄo�R ð'Z]\^{
b�o�PSRj\^TU`cb�oqô '
i�Pfofg�`qP;WÍRUPf`��'m1RUP���� 9 �Ø`�{^`6�
\�`�o[��z�| ðGw9o\��z1|���o�z�|ÎVX\^{�o5���w�!z�|_�
o�z �uo � z�| �Sô
î g�`/RXk�`qPfVdoSZsRj\^VUï$Z]\Xofi^ZsoSZsRj\ÐZpbMofg^VdoM`cVUe;gÐVUe½oSZsRj\ÐPS`ck^Pf`cb�`�\XoSbMV=e½RjWYW[VX\'{ ��g^ZpeBgÄZpb�o�R=ð�`

k^PSR�e½`cbSb�`c{DðGwyofg�`#`½ö4`ceci�oSZsRj\Ð`�\jv�ZsPSRj\'WÍ`�\joaRUm8ofg�`/ofg^PS`cVU{Úô î g�`/k'PSR4e½`cbfbSZ]\�T=RUm8VÆe½RjWÆW[VX\^{
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WYVcwDZ]\XvURXïsvU`ÂV e;g'VX\�TU`[RUm"b�oSVdo�`YRUm+ofg^ZpbË`�\Xv�ZsPSRj\'W[`�\Xoqô � z+o#e½RjW[k'ïs`qoSZsRj\IRUm¸ofg�`Æk^PSR�e½`cbSbSZ]\�T
RUmQofg^`#e½RjWÆW[VX\^{ �
ofg�`#`�\Xv�ZsPSRj\'W[`�\Xouk^PSR�{
i^e½`cbMV=PS`ck'ïswyvdVUï]i�` }4�j�'� RUP�� �����X� ô î g�`/ofg�PS`cVU{
|@r4o�s��	k^PSR�e½`q`c{'b"VUb1| Zsm$ofg�`Àk^PSR�e½`cbSbSZ]\�T�RUmLoÍw�Zs`cïp{'b }4�j�
� �'VX\^{ÂZso�k^PSR�e½`q`c{'b"VUb��	Zsm$ofg�`
k^PfR4e½`cbSbfZ]\�TÍRUm!oÆw�Zs`cïp{'b�� �����X� ô
/QvU`qPfw6ofg^PS`cVU{ Z]\<f î z?Zpb-��\^Zso�`yZ]\ ofg�` b�`�\^bS`yofg^Vdo[ofg�`qPS` ZpbYV �
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